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Abstract—Digital video now plays an important role in sup-
porting more profitable online patient training and counseling,
and integration of patient training videos from multiple competi-
tive organizations in the health care network will result in better
offerings for patients. However, privacy concerns often prevent
multiple competitive organizations from sharing and integrating
their patient training videos. In addition, patients with infectious
or chronic diseases may not want the online patient training orga-
nizations to identify who they are or even which video clips they
are interested in. Thus, there is an urgent need to develop more
effective techniques to protect both video content privacy and ac-
cess privacy. In this paper, we have developed a new approach
to construct a distributed Hippocratic video database system for
supporting more profitable online patient training and counseling.
First, a new database modeling approach is developed to support
concept-oriented video database organization and assign a degree
of privacy of the video content for each database level automati-
cally. Second, a new algorithm is developed to protect the video
content privacy at the level of individual video clip by filtering
out the privacy-sensitive human objects automatically. In order to
integrate the patient training videos from multiple competitive or-
ganizations for constructing a centralized video database indexing
structure, a privacy-preserving video sharing scheme is developed
to support privacy-preserving distributed classifier training and
prevent the statistical inferences from the videos that are shared
for cross-validation of video classifiers. Our experiments on large-
scale video databases have also provided very convincing results.
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I. INTRODUCTION

O SAVE the huge cost for national health care plan, online
patient training and counseling are becoming very attrac-
tive by using digital videos to educate patients on early de-
tection and self-treatment of their life-threatening diseases [1].
Because increasing the amounts of available patient training
videos and increasing the diversity of video content may result
in better offerings for patient training, it is very attractive to
integrate the patient training videos from multiple competitive
organizations in the health care network. However, privacy reg-
ulations, consumer backlash, and other privacy concerns often
prevent multiple competitive organizations from sharing their
patient training videos [1]-[10]. In addition, patients with in-
fectious or chronic diseases, such as human immunodeficiency
virus syndrome (AIDS), severe acute respiratory syndrome, bird
flu, hepatitis, and diabetes, may not want the professional pa-
tient trainers and organizations to identify who they are or even
which video clips they are interested in because disclosing pri-
vate disease information may seriously affect their employment
opportunities. Such privacy concerns may prevent the patients
from using online training systems for early detection and self-
treatment of their life-threatening infectious and chronic dis-
eases. Thus, there is a strong need of new techniques that are
capable of protecting both access privacy and video content pri-
vacy. Unfortunately, no comprehensive framework is available
today to address the following inter-related issues effectively.
1) Privacy-preserving video database indexing and retrieval:
To integrate the patient training videos from multiple competi-
tive organizations for supporting more profitable online patient
training and counseling, there is an urgent need of constructing
a centralized indexing of the distributed video content [6]—[10],
[11], [12]. As mentioned in [13], next-generation database sys-
tems referred to as Hippocratic databases should include re-
sponsibilities for both the data privacy and the access privacy.
2) Privacy-preserving video sharing for distributed classifier
training: Classifying the video clips into a set of semantic video
concepts is one promising approach to achieve concept-oriented
video database indexing and access [9], [14], [15]. In order to
learn the accurate concept models (i.e., video classifiers) for
enabling a centralized indexing of the distributed video content,
it is very important to support privacy-preserving video sharing
among multiple competitive organizations.
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Fig. 1. Flowchart of major components of our system.

Many techniques have been proposed recently to support
privacy-preserving data sharing and mining [16]-[26]. By
randomizing the original data or adopting secure multiparty
computation, these techniques can protect the data privacy at
the individual level and the algorithms are still able to recover
aggregate information or to build data mining models. Data per-
turbation can protect individual data records, but it may also
result in information loss as well as in privacy breaches due to
the disclosure of perturbed data [16]-[20]. On the other hand,
secure multiparty computation (SMC) approaches are too ex-
pensive to be useful for large-scale video database because of
high communication costs [21]—-[26]. Thus, these existing meth-
ods cannot directly be extended to enable privacy-preserving
video sharing for distributed classifier training.

3) Video content privacy protection: The content privacy for
the patient training videos consists of two major parts: a) privacy
for the human objects who are shown in a video as the profes-
sional patient trainers or doctors; and b) privacy for the human
objects who are shown in a video as the patients to illustrate
the relevant clinic examples. When the patient training videos
are released to the authorized patients or other parties, the video
content privacy is disclosed [1], [2], [4]-[10].

To address these issues more effectively, we have developed
a new system for supporting privacy-preserving online patient
training and counseling and its major components are given in
Fig. 1. This paper is organized as follows: Section II introduces
our scheme for concept-oriented video database modeling by us-
ing concept ontology [14], [15]; Section III presents our privacy-
preserving video sharing scheme to enable privacy-preserving
distributed classifier training; Section I'V introduces our frame-
work on privacy-preserving centralized video database indexing
and retrieval with a relaxed security model; Section V gives our
experimental results; We conclude this paper at Section VI.

II. CONCEPT-ORIENTED VIDEO DATABASE MODELING

The video clips are first partitioned into a set of video shots
automatically [14]. The video shots are used as the basic units for
video content representation and feature extraction. To protect
video content privacy, human objects are further extracted from
the video clips automatically. The major steps of our human
object detection function are illustrated in Fig. 2.

1) Automatic image segmentation is first performed on each
video frame to obtain the homogeneous image regions [27].

2) The human face regions are then located by using tradi-
tional face detection techniques [28], [29]. The detected face
regions are taken as the object seeds of human object determi-
nation [27].

\S\‘ Automatic f Object Seed

h |dentification

Seeded Region
Aggregation

Object
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Temporal
Tracking

Visual
Feature
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Fig. 2. Flowchart of our algorithm for human object detection and tracking.

3) The region relationship graph of object seeds (that is de-
termined automatically in the image segmentation procedure) is
then matched with the region constraint graph of human object
(that is used for designing the human object generation func-
tion). If they are in good matching, the relevant image regions
relevant are then aggregated to detect the human objects [27].

4) The detected human objects are then tracked among the
video frames within the same video shot.

Obviously, our human object detection function may fail in
obtaining the meaningful human objects in some cases. To ad-
dress this issue, two approaches can be used to improve human
object detection: a) human—system interaction can be involved
for defining the regions of human objects interactively [14]; and
b) detection results for all the video frames within the same video
shot are integrated and the relevant confidence maps for the de-
tection results are calculated to provide a valuable information
for human object detection as shown in Fig. 3. The confidence
region is generated by transforming the relevant confidences for
our detection results into a binary image via thresholding. Our
experimental results on automatic human object detection and
tracking are shown in Fig. 4. After the human objects are ex-
tracted, all the video clips are decomposed into a set of video
shots with the associated human objects. It is well accepted that
the visual properties of the videos are also important for video
retrieval [9], [ 14], thus, both the global visual features and the lo-
cal visual features are extracted for characterizing various visual
properties of the semantic video concepts more precisely. In this
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Fig. 3. Confidence maps for object detection and tracking, where the white
regions are used to indicate the detection confidences for the corresponding
objects.

Fig. 4.

Experimental results for automatic human object detection.

paper, multiple feature subsets are extracted for video content
representation: 1) cumulative color histogram; ii) histogram of
cumulative wavelet texture features; and iii) motion histogram.

A successful implementation of a distributed Hippocratic
video database system for online patient training and counsel-
ing requires a well-defined database model for video index-
ing and privacy protection [1], [9]. Motivated by this observa-
tion, we have developed a concept-oriented framework for video
database management that uses the notion of the concept on-
tology [14], [15]. The key idea of such concept-oriented video
database organization is that the video clips are classified into a
set of video concepts at different semantic levels [14], [15].

The concept ontology consists of two components: 1) seman-
tic video concepts; and 2) their inter-concept contextual and
logical relationships. The lower the level of a semantic video
concept node, the narrower is its coverage of the subjects. The
semantic video concepts at the first level of the concept ontol-
ogy are named as atomic video concepts. Thus, the database
nodes for the semantic video concepts at a lower semantic level
can characterize more specific aspects of video content and they
are easier to release the video content privacy and may have
higher degree of privacy. To extract the text terms for semantic
video concept interpretation, automatic entity extraction is first
performed on large amounts of medical documents and medical
experts are further involved to select the most meaningful video
concepts interactively, so that these semantic video concepts are
meaningful for domain experts and patient training.

The semantic similarity context o(C;, C;) between two se-
mantic video concepts C; and C} is defined as

Ci, C))

L
0(C1,C;) = —P(C, ) log 1T n
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where L(C;, C;) is the length of the shortest path between the
text terms for interpreting the semantic video concepts C; and
C}; in an one-direction IS-A taxonomy, D is the maximum depth
of such one-direction IS-A taxonomy [30], and P(C;, C;) is the
co-occurrence probability of the semantic video concepts C'; and
(; in the available medical documents. From this definition, one
can observe that the semantic video concepts with smaller value
of L(-,-) on the taxonomy and higher co-occurrence probabil-
ity P(-,-) will correspond to stronger inter-concept semantic
similarity context o(-, -).

Rather than using one single kernel function to characterize
the diverse visual similarity contexts between the video clips,
the visual similarity context between two video clips under each
feature subset is characterized more precisely by using one par-
ticular basic kernel function. Finally, a mixture-of-kernels is
used to integrate all these three basic kernel functions (i.e.,
three feature subsets) to characterize the diverse visual similar-
ity contexts between the video clips more precisely

3
K(wn,ap) = > aiki(wn, a) 2
i=1
where «; is the importance factor for the ith basic kernel function
ki (Th, ).

For two semantic video concepts C; and C, their inter-
concept visual similarity context v(C;, C;) can be determined
by performing canonical correlation analysis [31] on their video
sets S; and S;:

HTE(SZ')K(Sj)ﬂ

max

0,9 \/HT,‘#(SZ-)G ~IT K2 (5;)0
where 6 and ¥ are the parameters for determining the optimal
projection directions to maximize the correlations between two
video sets S; and S; for C; and C;, k(S;) and x(S;) are the
cumulative kernel functions for characterizing the visual corre-
lations between the videos in the same video sets S; and \S;

Kk(S;) = Z k(xr, 2m ), £(S;) = Z k(zp,xp) (4)

T,y €5 T, T €S

v(C;, Cj) = (3)

where the visual correlation between the video clips is defined
as their kernel-based visual similarity.

The parameters 6 and ¢ for determining the optimal projection
directions are obtained automatically by solving the following
eigenvalue equations:

k()R (S:)0 — Agr(S:)K(S:)0 =0
II‘G(SJ)I’{’(SJ'M9 - A%“(SJ)K(SJ)’L? =0 5)

where the eigenvalues Ay and Ay follow the additional constraint
Ag = Ay.

The inter-concept visual similarity context y(C;, C;) is first
normalized into the same interval as the inter-concept semantic
similarity context o(Cj, C;). The inter-concept semantic sim-
ilarity context and the inter-concept visual context are further
integrated to achieve more precise characterization of the inter-
concept similarity context ¢(C;, C;) between C; and C;

©(Ci,C)) = €o(C;,C) +ny(Ci,Cj),e+n =1 (6)
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Fig. 5.

where € and 7 are the relative importance factors for the inter-
concept visual similarity context and the inter-concept semantic
similarity context. One part of our domain-dependent concept
ontology is given in Fig. 5.

The advantages of our approach for concept-oriented video
database modeling and organization include: 1) by using the
concept ontology for semantic video concept organization [14],
[15], it is able to achieve concept-oriented video database in-
dexing and retrieval; and 2) it is able to assign a degree of
privacy of video content for each database level automatically.
The lower-level video concepts on the concept ontology are
used to describe more specific video content, thus, they are eas-
ier to release the privacy of video content and higher degrees of
privacy should be assigned automatically.

III. PRIVACY-PRESERVING VIDEO CLASSIFIER TRAINING

To learn the classifiers collaboratively and assign the patient
training video clips into the most relevant semantic video con-
cepts automatically, we assume that there have M collaboration
parties in the health care network as shown in Fig. 6. By treating
these M collaboration parties as M horizontally partitions of
the available video sources, we have developed a new scheme to
enable privacy-preserving SVM classifier training. Because the
patient training videos (which are available at each of these M
collaboration parties in the collaboration network) are incom-
plete to characterize the diverse properties of the given semantic
video concept precisely, it is impossible for any one of these M
collaboration parties to independently learn a complete SVM
classifier with high prediction accuracy. Thus, it is very im-
portant for each party to integrate the most significant videos
from other parties to validate and improve its own weak SVM
classifier and learn a complete SVM classifier collaboratively.
For a given classifier training task (i.e., learning the SVM clas-
sifier for one certain video concept of interest), our algorithm
takes the following steps: 1) one weak SVM video classifier is
learned locally at each party by using its own training videos;
and 2) these M weak SVM video classifiers are integrated as a
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Fig. 6.  Our new approach for privacy-preserving distributed SVM classifier
training, where SV represents support vectors.

strong classifier (i.e., complete SVM classifier) by sharing their
support vectors (i.e., feature subsets that are extracted from the
most significant video clips and are used to characterize the
most significant and diversified properties of video content) for
incremental SVM classifier training.

It is important to note that some common video clips may ap-
pear among these M collaboration parties, thus sharing the origi-
nal support vectors may allow the dishonest parties in the collab-
oration network to integrate their own video clips and the shared
support vectors to inference the privacy of other parties. Thus
there is an urgent need to support privacy-preserving sharing
of the support vectors for learning the complete SVM classifier
collaboratively.

For a given video concept C; on the concept ontology, one-
against-all rule is used to label the training videos 2., =
{X}, Y[l =1,..., N} as positive videos or negative videos for
learning the weak SVM classifier locally at each party. Each
labeled video is a pair (X;,Y;) that consists of three feature
subsets X; and the semantic label Y;. It is important to note
that the confidential training videos (i.e., original labeled train-
ing videos) are not shared with other parties for collaborative
classifier training.

For each party on the collaboration network, one weak SVM
classifier is first learned by using its own labeled videos. For the
positive videos X, that is, videos with Y; = +1, transformation
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parameters W and b exist such that f(X;) = W®(X;) +b >
+1. Similarly, for the negative videos X, that is, videos with
Y, = —1, we have f(X;) = W®(X;) + b < —1. &(X)) is the
function that maps X; into a higher dimensional space and
the kernel function is defined as r(X;, X;) = ®(X;)" ®(X;).
In our current implementation, we select radial basis function
(RBE), (X, X;) = exp(—7[|.X; — X, |[2),7 > 0. The margin
between these two supporting planes is thus 2/||W||?. The weak
SVM classifier is then designed for maximizing the margin
with the constraints f(X;) = W®(X;) + b > +1 for the pos-
itive videos and f(X;) = W®(X;) + b < —1 for the negative
videos [32].

To incorporate the diversified videos from multiple parties
for collaborative SVM classifier training, each party in the col-
laboration network has to share its support vectors with other
parties. However, sharing the original support vectors with other
parties is undesirable from privacy perspective, because the dis-
honest parties may leverage such original support vectors to
inference the confidential information for other parties on the
collaboration network, e.g., the dishonest parties may integrate
such original support vectors and their own video clips to infer-
ence the privacy of other parties (i.e., whether other parties have
similar video clips). There are two conflicting issues that must
be addressed for achieving privacy-preserving SVM classifier
training. On the one hand, sharing the original support vectors
may leak confidential information of the original videos. On the
other hand, the support vectors are used to interpret the under-
lying decision boundaries of the relevant week SVM classifier
and characterize the principal properties of the original videos
for the corresponding party, and thus sharing the original sup-
port vectors is critical for collaborative learning of the complete
SVM classifier.

Based on this observation, we have developed a distributed
framework to enable privacy-preserving SVM classifier training
by generating and sharing synthetic support vectors. The syn-
thetic support vectors are automatically generated from the orig-
inal support vectors, and are used to approximate the decision
boundaries (i.e., SVM margin boundaries) interpreted by the
original support vectors [33]. Incorporating the synthetic sup-
port vectors for distributed SVM classifier training has at least
two advantages: 1) using the synthetic values (i.e., the synthetic
support vectors) to replace the original support vectors can ef-
fectively protect the video privacy because the shared synthetic
support vectors are not extracted from the original videos; and
2) the synthetic support vectors can precisely preserve the un-
derlying SVM decision boundaries that are interpreted by the
original support vectors, and thus, they can be used to learn the
complete SVM classifier.

The main problem for automatically generating such syn-
thetic support vectors is to provide sufficient protection of the
privacy for the individual value of each original support vector
without damaging the important information (i.e., SVM margin
boundaries) interpreted by the original support vectors. Based on
this understanding, we have developed a novel framework to au-
tomatically generate the synthetic support vectors from the origi-
nal support vectors by preserving the decision boundaries for the
relevant weak SVM classifier. By replacing W with W = vazl
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a; Y; ®(X;) in the weak SVM classifier f(X) = W®(X) + b,
the dual form for the weak SVM classifier can be defined as
N

i=1

where X; is the ith video clip and (X, X;) is the underlying
kernel function; the feature subsets for the video clips with
«; # 0 are called the support vectors.

To generate the synthetic support vectors from the available
weak SVM classifier f(X), a synthetic SVM classifier 1(Z)
is used to approximate f(X) [i.e., approximate the decision
boundaries of f(X)]

N,
W(Z) = sgn (Z Gik(Z,Z;) + b) 8

where NV, < N. To evaluate the approximation efficiency, two
vector sets are defined as

N N.
w:Zai@(Xi), w/:Zﬁl(I)(Zg) (9)
i=1 =1

where w represents the set for the original support vectors, and
w' represents the set of the synthetic support vectors that are
used to approximate the underlying SVM decision boundaries
interpreted by the set of the original support vectors w. Thus,
the set of the synthetic support vectors w’ can automatically be
determined by minimizing

N N.
|w—W|? = Z ajok(X, Xp) + Z Bibik(Zi, Z1)

il=1 il=1

N N.
2> > @Bir(Xi, Z)

i=1[=1

(10)

The crucial point is that even, if ®(-) is not given explicitly,
(10) can be computed and minimized in terms of the kernel
function [33].

In our current implementation, we have incorporated a novel
iteration approach to generate the synthetic support vectors from
the set of the original support vectors by minimizing the cri-
terion function ||w — w’||?>. Our iteration framework takes the
following major steps.

1) The first approximation, that is, 5®(Z), N. = 1, can be
achieved by minimizing

lw — '* = |lw — BE(2)|*.

I

an

Rather than minimizing ||w — ®(Z)||*, we can maximize the

following new criterion function
(w®(2)) W)
(@(2)2(2))

Once the maximum of (12) is obtained, the value of [ is deter-
mined by

13)
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Because the RBF kernel is used in our current implementation,
the relationship between the synthetic support vectors and the
original support vectors can be obtained as

>ty ciexp(—|lY; — Z|*/(20°)Y,

Z = ~ (14)
2z aiexp(=[lYi — Z|*/(20%))
and it devises an iteration relationship as
N 2 2
im1 2iexp(—||Yi — Zn |7 /(207))Y;
D 3 R A i), R

S avexp(—||Y; — Zy|2/(202))

From above equation, one can observe that the value for each
synthetic support vector is approximated by using a linear com-
bination of all the original support vectors in w and the syn-
thetic support vectors that are previously used to approximate
the underlying SVM decision boundaries. This linear combina-
tion process provides two significant benefits: a) it can suppress
the privacy-sensitive values for the original support vectors and
limit the privacy disclosure risk effectively; and b) it can enable
a negotiable approach for incremental synthetic support vector
generation, that is, generating and sharing different versions of
synthetic support vectors with different levels of approximation
efficiency (i.e., with different numbers of synthetic support vec-
tors) for different parties or the same party at different negotia-
tion loops according to their individual negotiation agreements.

2) Once the first approximation of w is available, the iteration
relationship for achieving more accurate approximation of the
underlying SVM decision boundaries at the next level can be
defined as

N m

w1 =Y o®(X) =Y BO(Z). (16)
i=1 1=1
In the Gaussian RBF case, it is worth noting that the SVM
decision boundaries that are approximated by using the syn-
thetic support vectors can never be as good as the real decision
boundaries interpreted by the original support vectors, i.e., no
approximation with NV, < N willlead tow,, 1 = 0. This obser-
vation also provides an effective solution for privacy protection
by selecting the optimal number of the synthetic support vectors
to achieve a good balance between the privacy disclosure risk,
the generation and transmission cost, and the approximation
efficiency.

Once the synthetic support vectors are available, the coeffi-
cient ( is updated as follows:

f=Y'Za (17)

where Y and = are matrices, the components of which can be
obtained by

Nij =®(Z;)0(Z;), EZi; =(Z)P(X;). (18)

The above iteration procedure for generating the synthetic sup-
port vectors is terminated when one of the following criteria
is meet: 1) a good balance (i.e., an optimal value of N,) is
reached between the privacy disclosure risk, the approxima-
tion efficiency, and the generation and transmission cost; and 2)
w41 falls below a specified threshold.

1019

By performing the above iterations, we can automatically
generate a set of synthetic support vectors w’ = Zf\;l 6:9(Z;)
to approximate the underlying SVM decision boundaries that
are interpreted by a set of original support vectors w =
Z;}il a;P(X;). These synthetic support vectors in w’ are then
shared with the collaboration parties according to their individ-
ual negotiation agreements. The complete SVM classifier can
finally be achieved by incorporating the synthetic support vec-
tors for incremental SVM classifier training.

In order to achieve an acceptable tradeoff between the approx-
imation accuracy (i.e., data utility and benefit for data sharing),
the generation and transmission cost, and the privacy disclosure
risk, we have developed a computational scheme to enable au-
tomatic benefit/risk negotiation. The outputs of our automatic
benefit-risk negotiation scheme is further incorporated to con-
trol the procedures for synthetic support vector generation and
sharing. Thus, each party in the collaboration network is able
to generate and share different versions of the synthetic support
vectors with different levels of approximation efficiency for dif-
ferent parties or the same party at different negotiation loops
according to their individual negotiation agreements.

We have developed a computational approach to achieve a
good balance between the approximation efficiency, the gener-
ation and transmission cost, and the privacy disclosure risk. The
approximation efficiency (i.e., data utility and benefit for data
sharing) is defined as

N

Diw,) = o — ' = | 3 (X)) = 3 A ()
=1

i=1
19)
To illustrate the approximation efficiency, one synthetic
dataset is used (i.e., using different numbers of synthetic support
vectors to approximate the underlying SVM decision bound-
aries). This synthetic dataset consists of four spiral data groups
found in pattern classification toolbox [34] and [35], and is gen-
erated by using the following steps: first, a set of synthetic data
records are randomly generated from a uniform distribution of
angles between 0 and 27 with radius between 0 and 1.5; second,
the data records in the first and third quadrants are labeled as
one class, and the rest data records are labeled as the other class;
and finally, all these data records are transformed by linearly
adding a radius-dependent angle to each data record, so that the
added data records have larger angles than these original data
records. As shown in Fig. 7, one can observe that the approx-
imation efficiency can be improved step-wise by using more
synthetic support vectors to approximate the underlying SVM
margin boundaries interpreted by the original support vectors;
this approximation procedure converges when an optimal num-
ber of synthetic support vectors is reached. By controlling the
number of synthetic support vectors to be generated and to be
shared with other parties, our negotiable framework for syn-
thetic support vector generation and sharing is bi-directional,
that is, each party has full control on its privacy disclosure risk
and its individual benefit for data sharing.
From the experimental results shown in Fig. 7, one can
observe that such approximation procedure converges to the
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Fig. 7.

Using different numbers of synthetic support vectors for approximating the real SVM decision boundaries, where the red lines represent the SVM decision

boundaries approximated by the synthetic support vectors and the black lines represent real SVM decision boundaries described by the original support vectors.
(a) One synthetic support vector. (b) Six synthetic support vectors; (c) Ten synthetic support vectors. (d) Twelve synthetic support vectors. (e) Sixteen synthetic
support vectors. (f) Twenty-one synthetic support vectors. (g) Thirty-two synthetic support vectors. (h) Thirty-six synthetic support vectors.

underlying SVM decision boundaries interpreted by the original
support vectors when the number of synthetic support vectors
is close to 32, and the total number of original support vectors
is 96. After this approximation procedure converges to the
underlying SVM decision boundaries interpreted by the original
support vectors, adding more synthetic support vectors does
not result in significant improvements of the approximation
efficiency. On the other hand, sharing more synthetic support
vectors may also induce a higher cost for synthetic support
vector generation and transmission. Thus the generation and
transmission cost Y(w,w’) is defined as CPU and I/O cost
for synthetic support vector generation and transmission.
Obviously, Y(w,w’) is a monotonically increasing function of
the number of synthetic support vectors, i.e., N,.

To quantify the privacy disclosure risk f(w,w'), we have de-
veloped a computational approach to quantify three different
types of privacy disclosure risk: 1) re-identification disclosure
risk &, (w,w’): the risk of disclosing the one-to-one relation-
ship between the synthetic support vectors and the original sup-
port vectors; 2) linkage disclosure risk p(w,w’): the risk of re-
identifying the values of the original support vectors by using the
shared synthetic support vectors; and 3) confidentiality-interval
inference risk ¢(w,w’): the risk of disclosing the tight bounds
of the interval values of the original support vectors

b () {1’ . 20)
T w7w -
0, otherwise
N 1
. 21
6w, ) ;log(momXi—ZiD o
) 1
plw,w') *

~ Tog(1000A (w, o))

where X; and Z; are the th original support vector and the :th
synthetic support vector, and A(w,w’) is the information loss
incurred by the use of the synthetic support vectors to replace
the original support vectors

N N.
Alw,of) = 20! ZJEIJ\(,Xi —4r

where N and N, are the total numbers of the original sup-
port vectors and the synthetic support vectors. Thus the privacy
disclosure risk R(w, w) is defined as

(23)

R(w,w) = 16, (w, ) + asp(w, ) + azp(w,w’)  (24)

where oy, a9, and ag are the weighting factors denoting the
relative importance between ¢, (w, w’), p(w,w’), and ¢(w,w’),
a1 + as + a3 = 1. To enable customizable privacy modeling,
each party can select different values for these weighting fac-
tors according to their individual concerns of various privacy
disclosure risks.

Based on the above descriptions, it is very important to deter-
mine the optimal number Ny, 4im a1 Of the synthetic support vec-
tors to be shared between two parties, and Noptimal 1S determined
by achieving a good tradeoff between the privacy disclosure risk
R(w, w'), the generation and transmission cost Y (w, w’), and the
approximation efficiency D(w,w’)

min{Y(w,w’) + AD(w,w')}
subject to
R(w,w') <8 (25)

where A is a weighting factor and ¢ is the upper bound of the

privacy disclosure risk accepted by the corresponding party.
Because different parties may obtain different versions of the

synthetic support vectors with different levels of approximation
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Fig. 8. Empirical relationship between the misclassification rate 1 — p (i.e.,
classifier performance) and the number of synthetic support vectors to be shared.

efficiency from other parties in the collaboration network
according to their individual negotiation agreements, they may
finally learn different versions of the complete SVM classifier
with different prediction powers according to their individual
contributions for the given collaboration task, that is, a party by
sharing more high-utility synthetic support vectors with other
parties may also obtain more high-utility synthetic support
vectors from other parties. Thus, each party in the collaboration
network can have full control on its privacy disclosure risks
and its individual benefits for data sharing. To illustrate the
empirical relationship between the misclassification rate and
the number of synthetic support vectors to be shared, we have
tested our algorithms on multiple machine learning datasets
and our results are given in Fig. 8. One can observe that
sharing more synthetic support vectors can result in a complete
SVM classifier with low-classification error rate. We have
also obtained the empirical relationship between the privacy
disclosure risk and the number of synthetic support vectors to
be shared as shown in Fig. 9. One can observe that the privacy
disclosure risk sequentially decreases with the number of
synthetic support vectors which are shared for approximating
the underlying SVM decision boundaries interpreted by the
original support vectors. When more synthetic support vectors
are shared to approximate the underlying SVM decision
boundaries, it becomes more difficult to identify the one-to-one
relationships between the original support vectors and the
synthetic support vectors. However, the privacy disclosure
risk consists of three individual parts: re-identification risk,
linkage disclosure risk, and confidentiality-interval inference
risk. Sharing more synthetic support vectors may also increase
the ability to predict the value intervals of the original support
vectors (i.e., confidentiality-interval inference risk) and induce
higher linkage disclosure risk [36]-[39], and thus, we have also
obtained a slight increasing of the privacy disclosure risk when
more synthetic support vectors are shared as shown in Fig. 9.
To assess the effectiveness of the complete SVM classifier, it
is very important for each party to share some video clips for
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Fig. 10.  Experimental results for video content privacy protection. (a) Orig-
inal video. (b) Face detection. (c) Human object detection. (d) Simple object
blocking. (e) Simple background blocking. (f) Blurred video with virtual human
objects.

cross-validation. After the human object detection function is
available, it is then used to protect the content privacy at the
individual video clip level. To filter out the privacy-sensitive hu-
man objects (i.e., doctors, professional patient trainers, patients
in video), digital human models (i.e., virtual human objects)
are used to replace the appearances of privacy-sensitive human
objects in a video [1], [10]. Thus, the blurred video streams (i.e.,
video streams by using the virtual human objects to replace the
appearances of privacy-sensitive human objects) are able to pro-
tect the privacy-sensitive information about who appear in the
video. On the other hand, the blurred video streams are still able
to provide necessary information about the real medical treat-
ment procedure for one certain infectious disease and enable
high-quality online patient training and counseling. Our exper-
imental results on video content privacy protection are given in
Figs. 10-13.
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Fig. 11.  Experimental results for video content privacy protection. (a) Orig-
inal video. (b) Face detection. (¢) Human object detection. (d) Simple object
blocking. (e) Simple background blocking. (f) Blurred video with virtual human
objects.

Fig. 12.

Experimental results for video content privacy protection. (a) Orig-
inal video. (b) Face detection. (c) Human object detection. (d) Simple object
blocking. (e) Simple background blocking. (f) Blurred video with virtual human
objects.

IV. PRIVACY-PRESERVING VIDEO DATABASE
INDEXING AND RETRIEVAL

By using the underlying concept models (i.e., support vec-
tors and SVM classifiers for video classification) for database
node representation, our new framework for hierarchical video
concept modeling and organization has provided an effective
framework to enable concept-oriented video database indexing.
After all the video clips are classified into the video concepts
at different semantic levels, the concept ontology can further be
incorporated to construct hierarchical video database indexing
structure, where the nodes of semantic video concepts become
the nodes of the video database at different semantic levels, upon
which the root node of the video database can be constructed
automatically.

The following techniques have been used to support concept-
oriented video database indexing: 1) the support vectors for
semantic video concept modeling are used to characterize the
statistical property of the relevant database node (i.e., one certain
video concept); 2) the concept ontology can be incorporated to
determine the hierarchical structure for video database indexing
(i.e., contextual relationships among the parent node and the
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Fig. 13.  Experimental results for video content privacy protection. (a) Orig-
inal video. (b) Face detection. (¢) Human object detection. (d) Simple object
blocking. (e) Simple background blocking. (f) Blurred video with virtual human
objects.

children nodes); and 3) each database node is jointly described
by multiple parameters such as keyword and support vectors.

To achieve a good balance between the access privacy and
the access efficiency, we have developed a novel technique to
assign the degree of privacy for each database level. The degree
of privacy is defined as a monotonically increasing function of
the sensitivity of video content, and thus the degree of privacy
for the [th database level is defined as

a>1,1€[0,L] (26)

RO

where L is the total number of database levels (i.e., depth of
the database indexing structure from the root node to the leaf
nodes), « is a constant to control the increasing rate of the
degree of privacy, S(0) = 0 when [ = 0 (i.e., database root node
cannot release any privacy information), and S(L) = 1 when [
= L (i.e., database leaf nodes may have the highest degree of
privacy). From the database root node to the database leaf nodes,
the degree of privacy may increase sequentially because the
database nodes at a lower semantic level are used to characterize
more specific aspects of video content with higher degree of
privacy.

When the degree of privacy S(I) for the /th database level
is higher than a threshold T, S(I) > Ty, all the nodes at the
[th database level are stored in a separate hash table, and the
contextual relationship between the parent node and its children
nodes is not indexed for the low-level database nodes with higher
degree of privacy. For the high-level database nodes with low
degree of privacy, it is very important to explicitly index the un-
derlying contextual relationships between the parent node and its
children nodes, so that higher access efficiency can be achieved
for large-scale video database applications. Thus, the associated
pointers can be used to index the higher-level database nodes
when their degree of privacy S(1) is less than the threshold Ty,
S(l) < Ts. Based on these observations, we have developed
an effective technique to achieve a good balance between the
access efficiency and the access privacy by selecting a suitable



PENG et al.: CONSTRUCTING DISTRIBUTED HIPPOCRATIC VIDEO DATABASES

threshold 7. In our current experiments, the threshold 7 is set
as T5 = 0.35 and good results have been obtained.

When the degree of privacy S(1) for the /th database level is
less than the threshold T}, the contextual relationships between
the parent node and its children nodes can be explicitly indexed
and the following parameters are used to index the database
node () at the /th database level

Node representation 1 : { Ng, [(Child;, Q;)|i € [1, Ns|}

Child; : keyword L;, model parameters ©;

27
where (); is the pointer associated to the ¢th children node of @),
Ng is the number of children nodes of @, [(Child;, Q1), ...,
(Child;, Q;), - .., (Childy,, Qx, )] is the entries for the children
nodes of @, L; is the keyword for interpreting the semantics of
the ith child node of (), ©; is the complete set of synthetic
support vectors to characterize the statistical property and the
decision boundaries for the ith child node of Q).

When the degree of privacy S(k) for the kth database level
is higher than the threshold 7}, all the nodes at the kth database
level are stored in a separate hash table without the pointers
associated to their parent nodes and children nodes

Node representation 2 : { N, [Node;|i € [1, N,]||}
(28)

Node; : keyword L;, model parameters ©;

where Node; indicates the ith node at the (k + 1)th database
level without indexing its contextual relationship with its parent
node and children nodes.

After the privacy-preserving video database indexing struc-
ture is available, it is used to support more effective semi-private
video retrieval over large-scale video databases. To prevent the
participating video providers from tracking the patients’ ac-
cess interest, each video clip for online patient training is dis-
tributed on M video servers (i.e, servers for M participating
video providers). To prevent the host video server from misusing
the video clips shared from other competitive video providers,
the video clips are encrypted by using cryptography techniques.
To achieve a good balance between the access efficiency (i.e., it
depends on the number of database nodes to be accessed) and
the access privacy, we have proposed a relaxed security model
to support low-cost semi-private video retrieval over large-scale
video databases.

To reliably assure the access privacy, our distributed Hip-
pocratic video database system is able to allow the patients to
submit v random queries to the centralized video database index-
ing structure. Instead of simply submitting one target query, the
patients are allowed to submit v — 1 randomly selected queries
in addition to one target query. From the server’s view, these
v random queries are independent, and the patients are able
to reconstruct the target video clip from the query results ob-
tained by these v random queries. On the other hand, our dis-
tributed Hippocratic video database system is unable to identify
which one of these v random queries is the target query for the
particular patient. In addition, these v random queries are in-
dependently performed on the underlying centralized privacy-
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preserving video database indexing structure, and our Hippo-
cratic video database can get the final result for each of these v/
random queries from one of these M video servers (i.e., partic-
ipating video providers). Thus, each video server can observe
only the query sent to it and the corresponding video server can
get no information on the particular video clip that the patients
are really interested in.

In order to prevent the video providers in the health care net-
work from tracking the traversal path of a particular query, the
access redundancy is introduced when the degree of privacy for
the [th database level is higher than the predefined threshold
Ts. Instead of simply retrieving one target node and its chil-
dren nodes, our private video retrieval scheme can request the
database server n — 1 randomly selected nodes in addition to
the target node, all these 1 database nodes are stored in the same
hash table without the pointers associated to their parent nodes
and children nodes. By introducing the access redundancy for
access privacy protection, it is hard for the video server to iden-
tify which privacy-sensitive database node and particular video
clips that the patients have accessed and finally got.

To achieve a good balance between the access redundancy
(i.e., accessing more database nodes rather than only the target
node and its children nodes) and the access privacy, we can
define the disclosure of access privacy ¢(n, v) as

1

¢(777 v ) - vn A
where A is the total number of database levels stored by using
separate hash tables without using the pointers to identify their
contextual relationships with their children nodes. When more
database levels are stored by using separate hash tables (i.e.,
with large value of A), the disclosure of access privacy ¢(n, v)
is reduced by introducing more access redundancy. In addition,
submitting more random queries (i.e., with large value of v) is
also able to reduce the disclosure of access privacy.

The access redundancy (7, v) is defined as

(29)

w(n,v) = 01/77A (30)

where ¢ = 2.8 is a predefined constant.

By quantifying the disclosure of access privacy and the ac-
cess redundancy, the problem for enabling low-cost semi-private
video retrieval reduces to choosing the appropriate values for
n and v, so that we can achieve a good balance between the
access privacy and the access efficiency automatically. Our
semi-private video retrieval technique may leak the patients’
privacy when all these three conditions are reached simulta-
neously: 1) multiple queries for the same video concept are
received from the same patient and these queries are recorded
by the video providers; 2) these competitive video providers
are collaborated (i.e., sharing the queries they received) to infer
the patients’ privacy; and 3) these competitive video providers
know exactly who submitted the given query. When all these
three conditions are reached simultaneously, these competitive
video providers in the health care network can collaborate to
infer the patients’ query privacy. On the other hand, oblivious
or history-independent database indexing structure can support
private information retrieval [10]-[26], but it is too expensive
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to be useful for real applications. Thus, our future works will
focus on developing more efficient oblivious database indexing
structures which are able to protect the access privacy effectively
while reducing the implementation cost significantly.

V. ALGORITHM EVALUATION

Our experimental algorithm evaluation focuses on: 1) evalu-
ating the performance of our distributed framework for privacy-
preserving classifier training; 2) evaluating the performance of
our privacy-preserving video database indexing structure; and
3) evaluating the performance of our private video retrieval
framework.

The benchmark metric for the classifier evaluation includes
precision p and recall p. They are defined as

3D

where 1) is the set of true positive samples that are related to the
corresponding concept and are classified correctly, v is the set
of true negative samples that are irrelevant to the corresponding
concept and are classified incorrectly, and v is the set of false
positive samples that are related to the corresponding concept
but are misclassified.

To evaluate our distributed framework for privacy preserving
classifier training, the video set is partitioned into three indi-
vidual groups and weak classifier training is first performed on
these three individual data groups independently. The complete
SVM classifier is then learned from the shared weak classifiers
and the synthetic support vectors. One advantage of our dis-
tributed framework for privacy preserving classifier training is
that it is able to control the privacy breaches by sharing differ-
ent numbers of synthetic support vectors. Because these support
vectors are used to approximate the decision boundaries of the
complete SVM classifier for the given semantic video concept,
sharing different number of support vectors can achieve dif-
ferent versions of the complete SVM classifier with different
classification accuracy rates. Thus, a good balance between the
disclosure of private information and the classification accuracy
rate (i.e., depending on the quality of the complete SVM classi-
fier) can be achieved effectively by sharing different resolutions
of these weak classifiers. Based on this understanding, we have
obtained the empirical relationships between the quality of the
complete SVM classifier (i.e., precision of the complete SVM
classifier) and the privacy disclosures as shown in Fig. 14. For
three data sites, the total number of support vectors and the
number of synthetic support vectors to be shared are given in
Table I.

For validating the complete SVM classifier at the central
site, each video provider has to share not only his/her weak
classifier but also a limited number of blurred test videos. To
prevent statistical inferences [36]-[39], we have also obtained
the empirical relationships between the privacy disclosures and
the number of blurred test videos to be shared as shown in
Fig. 15. One can find that sharing more blurred test samples
decreases the individual video provider’s ability on controlling
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cision p, x-axis) and the privacy disclosure (y-axis).

TABLE I
NUMBER OF ORIGINAL SUPPORT VECTORS ¢ AND THE NUMBER OF SUPPORT
VECTORS TO BE SHARED ¢

concepts  parkinson  diabetes  flu
(site 1)¢p 38 26 41
® 31 21 36
(site 2)¢ 35 39 25
® 29 32 18
(site 3)¢ 27 35 16
p 23 28 12

Empirical relationship between the classifier performance (i.e., pre-
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Fig. 15. Empirical relationship between the privacy disclosure (y-axis) and
the number of blurred test samples (x-axis) to be shared.

the statistical inferences and results in the privacy breaches
[36]-[39].

To evaluate our framework for privacy-preserving video
database indexing and private video retrieval, we have also tested
our distributed Hippocratic video database system with 400 h
medical education videos and our experimental results are given
in Fig. 16. One can find that our system can achieve a good bal-
ance between the access privacy and the access efficiency by
selecting the suitable values for v and A.

We have also compared the differences on the transmission
costs between our proposed framework and the perturbation
and SMC approaches. The transmission cost is defined as
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Fig. 16. Empirical relationship between the access privacy (y-axis) and the
access efficiency (z-axis) withv = 5,7 = 5, and A = 3.
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Fig. 17. Comparison on transmission costs (y-axis) between our proposed

framework and the perturbation and SMC approaches for distributed classifier
training.

the percentage between the number of shared videos and
the total number of videos that are needed for achieving
accurate classifier training. As shown in Fig. 17, one can find
that our proposed framework can reduce the transmission
cost significantly because only a limited number of the
blurred test videos are needed to be shared for classifier
validation.

VI. CONCLUSION

To enable privacy-preserving video sharing among multiple
competitive video providers, we have developed a novel frame-
work able to both protect the video content privacy and con-
trol the statistical inferences. By detecting the privacy-sensitive
human objects automatically, our algorithm is able to effec-
tively protect the video content privacy at the level of indi-
vidual video clip. By determining the optimal size of blurred
test videos for classifier validation, our proposed framework for
privacy-preserving distributed classifier training is able to not
only limit the privacy breaches but also improve the classifier’s
accuracy significantly. Our experiments in a specific domain
of patient training videos have also provided very convincing
results.

1025

ACKNOWLEDGMENT

The authors would like to thank the reviewers for their in-
sightful comments and suggestions to make this paper more
readable.

REFERENCES

[1] J.Fan, H.Luo, M.-S. Hacid, and E. Bertino, “A novel approach for privacy-
preserving video sharing,” in Proc. ACM CIKM, 2005, pp. 609-616.

[2] E. Newton, L. Sweeney, and B. Malin, “Preserving privacy by de iden-
tifying facial images,” School Comput. Sci., Carnegie Mellon Univ.,
Pittsburgh, PA, Tech. Rep. CMU-CS-03-119, 2003.

[3] E. Newton, L. Sweeney, and B. Malin, “Preserving privacy by de iden-
tifying facial images,” IEEE Trans. Knowl. Data Eng., vol. 17, no. 2,
pp. 232-243, Feb. 2005.

[4] J. Wickramasuriya, M. Datt, S. Mehrotra, and N. Venkatasubramanian,
“Privacy protecting data collection in media spaces,” in Proc. ACM Mul-
timedia, 2004, pp. 48-55.

[5] A. Senior, S. Pankanti, A. Hampapur, L. Brown, Y. Tian, and A. Ekin,
“Blinkering surveillance: Enabling video privacy through computer vi-
sion,” IBM TR W0308-109, 2003.

[6] M. Boyle, C. Edwards, and S. Greenberg, “The effects of filtered video on
awareness and privacy,” in Proc. ACM Conf. Comput. Supported Cooper-
ative Work, 2000, pp. 1-10.

[71 A. Adams, “Users’ perception of privacy in multimedia communication,”
in Proc. ACM Conf. Comput.-Human Interaction, 1999, pp. 49—-64.

[8] S.Patil and A. Kobsa, “The challenges in preserving privacy in awareness
systems,” Univ. Calif., Davis, CA, Tech. Rep. CSD-TR 92-010, 2003.

[9] S.Ebadollahi, S.-F. Chang, and H. Wu, “Echocardiogram videos: Summa-
rization, temporal segmentation and browsing,” in Proc. Int’l Conf. Image
Process. (ICIP), 2002, pp. 1000-1103.

[10] X. Yu, K. Chinomi, T. Koshimizu, N. Nitta, Y. Ito, and N. Babaguchi, “Pri-
vacy protecting visual processing for secure video surveillance,” presented
at the ICIP, San Diego, CA, 2008.

[11] R. Agrawal and R. Srikant, “Privacy-preserving data mining,” in Proc.
ACM SIGMOD, 2000, pp. 439-450.

[12] D. Agrawal and C. Aggarwal, “On the design and quantification of privacy
preserving data mining algorithms,” in Proc. ACM PODS, 2001, pp. 249—
255.

[13] R. Agrawal, J. Kiernan, R. Srikant, and Y. Xu, “Hippocratic databases,”
in Proc. VLDB, 2002, pp. 281-292.

[14] J. Fan, A. K. Elmagarmid, X. Zhu, W. G. Aref, and L. Wu, “ClassView:
Hierarchical video shot classification, indexing and accessing,” [EEE
Trans. Multimedia, vol. 6, no. 1, pp. 70-86, Feb. 2004.

[15] M. Naphade, J. R. Smith, J. Tesic, S.-F. Chang, W. Hsu, L. Kennedy,
A. Hauptmann, and J. Curtis, “Large-scale concept ontology for multime-
dia,” IEEE Multimedia, vol. 13, no. 3, pp. 86-91, Jul.-Sep. 2006.

[16] M. Bawa, R. J. Bayardo, and R. Agrawal, “Privacy-preserving indexing
of documents on the networks,” in Proc. VLDB, 2003, pp. 922-933.

[17] C. K. Liew, U. Choi, and C. J. Liew, “A data distortion by probability
distribution,” ACM Trans. Database Syst., vol. 10, pp. 395-411, 1985.

[18] K. Muralidhar and R. Sarathy, “Security of random data perturbation
methods,” ACM Trans. Database Syst., vol. 24, no. 4, pp. 487-493, 1999.

[19] R. Arrawal, A. Evfimievski, and R. Srikant, “Information sharing across
private database,” in Proc. ACM SIGMOD, 2003, pp. 86-97.

[20] S. Merugu and J. Ghosh, “Privacy-preserving distributed clustering using
generative models,” in Proc. IEEE ICDM, 2003, pp. 218-230.

[21] B. Chor, O. Goldreich, E. Kushilevitz, and M. Sudan, “Protecting data
privacy in private information retrieval schemes,” in Proc. ACM Symp.
Theory Comput. (STOC), 1998, pp. 151-160.

[22] M. Naor and V. Teague, “Anti-persistence: History independent data struc-
tures,” in Proc. ACM Symp. Theory Comput. (STOC), 2001, pp. 492-501.

[23] D. Micciancio, “Oblivious data structure: Applications to cryptography,”
in Proc. ACM Symp. Theory Comput. (STOC), 1997, pp. 456-464.

[24] A. Yao, “How to generate and exchange secrets,” in Proc. IEEE Symp.
Found. Comput. Sci. (FOCS), 1986, pp. 162-167.

[25] O. Goldreich, S. Micali, and A. Wigderson, “How to play any mental
game- a completeness theorem for protocols with honest majority,” in
Proc. ACM Symp. Theory Comput. (STOC), 1987, pp. 218-229.

[26] Y.Lindell and B. Pinkas, “Privacy preserving data mining,” in Proc. Annu.
Int. Cryptology Conf. (CRYPTO), 2000, pp. 36-54.

[27] J. Fan, D. K. Y. Yau, A. K. Elmagarmid, and W. G. Aref, “Automatic
image segmentation by integrating color edge detection and seeded region



1026

growing,” IEEE Trans. Image Process., vol. 10, no. 10, pp. 1454-1466,
Oct. 2001.

[28] B.Heisele, T. Serre, S. Prentice, and T. Poggio, “Hierarchical classification
and feature reduction for fast face detection with SVM,” Pattern Recog.,
vol. 36, pp. 2007-2017, 2003.

[29] P. Viola and M. Jones, “Robust real-time face detection,” Int. J. Comput.
Vis., vol. 57, no. 2, pp. 137-154, 2004.

[30] C. Fellbaum, WordNet: An Electronic Lexical Database.
MIT Press, 1998.

[31] D. R. Hardoon, S. Szedmak, and J. Shawe Taylor, “Canonical correla-
tion analysis: An overview with application to learning methods,” Univ.
London, London, U.K., Tech. Rep. CSD-TR-03-02, 2003.

[32] J. C. Platt, “Probabilistic outputs for support vector machines compar-
isons to regularized likelihood methods,” in Adavances in Large Margin
Classifiers.  Boston, MA: MIT Press, 1999.

[33] B. Scholkopf, P. Knirsch, A. Smola, and C. J. C. Burges, ‘“Fast approxima-
tion of support vector kernel expansions, and an interpretation of cluster-
ing as approximation in feature spaces,” in Proc. DAGM Symp., Springer
Lecture Notes Comput. Sci., 1998, pp. 125-132.

[34] B. D. Ripley, “Neural network and related methods for classification,” J.
Royal Statistical Soc., Series B, vol. 56, pp. 409-456, 1994.

[35] D. Stork and E. Yom-Tov, Computer Manual in MATLAB to Accompany
Pattern Classification. New York: Wiley, 2004.

[36] D. V. Lindley, “The choice of sample size,” Statistician, vol. 46, no. 2,
pp. 129-138, 1997.

[37] C.J.Adcock, “Sample size determination: A review,” Statistician, vol. 46,
no. 2, pp. 261-283, 1997.

[38] R. Weiss, “Bayesian sample size calculations for hypothesis testing,”
Statistician, vol. 46, no. 2, pp. 185-191, 1997.

[39] I. Guyon, J. Makhoul, R. Schwarts, and V. Vapnik, “What size test set
gives good error rate estimates,” IEEE Trans. Pattern Anal. Mach. Intell.,
vol. 20, no. 1, pp. 52-64, Jan. 1998.

Boston, MA:

Jinye Peng received the M.S. degree in computer sci-
ence from Northwestern University, Xi’an, China, in
1996, and the Ph.D. degree from Northwestern Poly-
technical University, Xi’an, in 2002.

He is with the School of Electronics and Informa-
tion, Northwestern Polytechnical University as Full-
time Professor, since 2006. His current research in-
terests include image retrieval, face recognition, and
machine learning.

Noboru Babaguchi (M’90-SM’07) received the
B.E., M.E., and Ph.D. degrees in communication en-
gineering from Osaka University, Osaka, Japan, in
1979, 1981, and 1984, respectively.

He is currently a Professor with the Department
of Information and Communication Technologies,
Graduate School of Engineering, Osaka University.
From 1996 to 1997, he was a Visiting Scholar at
the University of California, San Diego. His research
interests include image analysis, multimedia comput-
ing, and intelligent systems, currently content-based
video indexing and summarization. He is the author of more than 100 journal
and conference papers and several textbooks.

Dr. Babaguchi is a Fellow of the IEICE, and a Member of the ACM, the
IPSJ, the ITE, and the JSAI He is on the Editorial Board of multimedia tools
and applications, advances in multimedia, and new generation computing. He
served as a workshop Co-chair at 3rd International Workshop on Multimedia In-
formation Retrieval at Ottawa, Canada, in 2001, a Track Co-chair of 2006 IEEE
International Conference on Multimedia and Expo, and served as a General
Co-chair of the 14th International Multimedia Modeling Conference in 2008.
He also served on program committees of international conferences in these
fields. He received the Best Paper Award of 2006 Pacific-Rim Conference on
Multimedia at Hangzhou.

IEEE TRANSACTIONS ON INFORMATION TECHNOLOGY IN BIOMEDICINE, VOL. 14, NO. 4, JULY 2010

Hangzai Luo received the B.S. degree in computer
science from Fudan University, Shanghai, China, in
1998, and the Ph.D. degree in information technology
from the University of North Carolina at Charlotte,
Charlotte, in 2006.

He was as Lecturer with Fudan University in 1998.
He is an Associate Professor with Software Engineer-
ing Institute, East China Normal University, Shang-
/Y hai, since 2007. His current research interests include
e computer vision, video retrieval, and statistical ma-

chine learning.

Dr. Luo received the Second Place Award from the Department of Homeland
Security, Washington, DC, in 2007, for his excellent work on video analysis and
visualization for homeland security applications.

oo

Yuli Gao received the B.S. degree in computer sci-
ence from Fudan University, Shanghai, China, in
2002, and the Ph.D. degree in information technology
from the University of North Carolina at Charlotte,
Charlotte, in 2007. He is with the Hewlett-Packard
Laboratories, Palo Alto, CA, since 2007. His cur-
rent research interests include computer vision, im-
age classification and retrieval, and statistical ma-
chine learning.

Dr. Guo received the Award from IBM as emerg-
ing leader in multimedia in 2006.

Jianping Fan received the M.S. degree in theory
physics from Northwestern University, Xian, China,
in 1994, and the Ph.D. degree in optical storage and
computer science from Shanghai Institute of Optics
and Fine Mechanics, Chinese Academy of Sciences,
Shanghai, in 1997.

He was a Postdoctoral Researcher with Fudan Uni-
versity, Shanghai, during 1998. From 1998 to 1999,
he was a Researcher with Japan Society of Promo-
tion of Science, Department of Information System
Engineering, Osaka University, Osaka, Japan. From
September 1999 to 2001, he was a Postdoctoral Researcher with the Depart-
ment of Computer Science, Purdue University, West Lafayette, IN. He is with
the Department of Computer Science, University of North Carolina at Charlotte,
Charlotte as an Associate Professor since 2001. His current research interests
include image/video analysis, semantic image/video classification, personal-
ized image/video recommendation, surveillance videos, and statistical machine
learning.



