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Abstract

Geocoding, the process of translating addresses to geographic coordinates, is a relatively straight-

forward and well-studied process, but limitations due to privacy concerns may restrict usage of 

geographic data. The impact of these limitations are further compounded by the scale of the data, 

and in turn, also limits viable geocoding strategies. For example, healthcare data is protected by 

patient privacy laws in addition to possible institutional regulations that restrict external 

transmission and sharing of data. This results in the implementation of “in-house” geocoding 

solutions where data is processed behind an organization’s firewall; quality assurance for these 

implementations is problematic because sensitive data cannot be used to externally validate 

results. In this paper, we present our software framework called bench4gis which benchmarks 

privacy-aware geocoding solutions by leveraging open big data as surrogate data for quality 

assurance; the scale of open big data sets for address data can ensure that results are 

geographically meaningful for the locale of the implementing institution.
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I. Introduction

Geocoding is the process of digitally translating a street address to longitude and latitude 

coordinates on the Earth’s surface; geocoding facilitates geospatial analysis such as 

descriptive counts per geographic unit and distance calculations between point coordinates. 

Patient privacy is the primary concern when geocoding healthcare data; in the U.S. 

specifically, the Health Insurance Portability and Accountability Act (HIPAA) considers 

address and geographic coordinates as protected health information and consequently 

imposes restrictions on data use, transmission, and sharing. Geospatial analysis with 

healthcare data can be an expensive, elaborate process where great care and diligence is 
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needed to fully comply with regulations and data security requirements [1]. Geographic 

privacy must be maintained at two different levels: during geocoding and data matching [2], 

[3] and during analysis and aggregation [4]–[6]. The benefits of integrating geospatial 

information into healthcare analytics include helping clinicians and researchers better 

understand contextual information about a patient’s environment and potentially leading to 

specific targeted interventions [1]; by considering location as a vital sign, physicians may 

also leverage knowledge of geographical social-determinants of health when promoting 

certain healthre-sources while being sensitive to a patient’s access to medical care [7]. 

Additionally, there is additional evidence that geospatial information is also useful for 

secondary research use in clinical data warehouses [8].

There are three types of well-known geocoding strategies [9]; we discuss each of these with 

respect to healthcare data:

1. “in-house” geocoding: This refers to any system or solution implemented behind 

an institution’s firewall where protected health information must remain. Other 

than controlling user access, there are no regulatory limitations since addresses 

are not shared beyond the firewall and all computation occurs locally.

2. geocoding web-services: This refers to geocoding offered as a web-service. 

Geocoding web services, such as the ArcGIS World Geocoding service and 

Google Maps Geocoding service, offer an application programming interface 

(API) which provides geocoding functionality; these typically require a 

subscription or a charge-per-request to do large scale computation. In order for 

these web services to be used with protected health information, a business 

associates agreement (BAA) must be established, outlining data sharing and 

compliance needs; there is additional cost and time associated with this as it is a 

legal process.

3. pass-through cloud services: This refers to leveraging existing BAAs in 

conjunction with hosted webservices. Institutions may already have BAAs with 

cloud providers, such as Azure and Amazon, and may be able to satisfy local 

privacy regulations by obfuscating the origin of the geocode request by passing 

the address through a cloud-hosted web service, which makes the external 

request.

Web-services for geocoding, such as those mentioned in strategies 2 and 3 above, are 

convenient to use, but restrictions on data usage due to privacy concerns limit their 

usefulness in practice. Furthermore, charge-per-request models of geocoding limit their 

usefulness with larger data sets for institutions requiring economical processing; free rate-

limited web-services which only allow for a few thousand requests per day are not be useful 

for data sets that contain millions of records. These two concerns suggest that “in-house” 

geocoding solutions are the most appropriate option for processing large-scale healthcare 

data. Despite this, the accuracy of “in-house” solutions cannot be easily tested since the 

results of processing sensitive data cannot be externally verified. In this paper, we discuss 

“in-house” solutions for geocoding and our software framework, bench4gis, which 

streamlines benchmarking geocoding solutions by leveraging open big data sets when 

sensitive, private data sets cannot be externally validated.
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II. Open Big Data for Addresses

OpenAddresses is an online repository containing over half a billion geocoded addresses, 

which are annotated with longitude and latitude coordinates [10]. These addresses represent 

a wide variety of countries from every continent except Antarctica. Table I shows the count 

of addresses available across the four regions of the United States of America.

Given the scale of the OpenAddresses data and large breadth of coverage, we hypothesize 

that OpenAddresses data can act as a surrogate for sensitive data in testing and 

benchmarking local geocoding solutions; the computed geographic coordinates from an in-

house geocoding implementation can be compared to the original source coordinates to 

measure how well the system is performing. The performance of geocoders may vary 

according to both geographic region of the source coordinates and the quality of the 

reference data being used; geocoding the address data from OpenAddresses may reveal any 

geographical or workflow issues for a given “in-house” implementation. We borrow from 

other comparative analyses of geocoding and use metrics such as hit rate and point-to-point 

accuracy [11]. For US states, coverage varies; sparsely populated states may need to 

consider a region also containing neighboring states.

III. Geocoding

Commercial solutions for geocoding exist, but we focus on open-source options due to their 

wide-spread availability and easy adoption. These geocoding solutions are not specifically 

designed for use with healthcare data, but offer software capable of processing addresses 

“in-house” without calling external web-services, making them practical options for 

geocoding sensitive data sets. Our framework for leveraging big open data for benchmarking 

will apply to any geocoding solution.

A. Open-source Geocoders

Both open-source communities and private companies have published open-source 

geocoding solutions, including but not limited to PostGIS TIGER Geocoder [12], 

OpenStreetMap’s Nominatim [13], and Gisgraphy [14]. From academia, geocoding tools 

such as DeGAUSS [15], [16], Texas A&M Geocoder [17], [18], and EaserGeocoder [19] 

attempt to streamline geocoding for specific research purposes. For our benchmarking 

framework, we utilized the PostGIS TIGER Geocoder and OpenStreetMap’s Nominatim, 

which have significantly different geocoding workflows. We chose these two geocoders for 

our experiments and benchmarking code development because they represent two large 

classes of geocoders: database-driven and web-services-driven; our benchmarking code will 

be applicable to any geocoders within these classes.

The PostGIS TIGER Geocoder is an extension for PostGIS [12], which adds support for 

spatial and geographic objects to the open-source PostgreSQL database [20]. Geocoding is 

implemented as a function which can be called within SQL queries or PL/pgSQL code; 

geospatial reference data is taken from U.S. Census Bureau’s TIGER (Topologically 

Integrated Geographic Encoding and Referencing) database [12]. Healthcare data is 

typically stored within relational databases, making a SQL-based solution both convenient 
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and intuitive. The limitation is that TIGER is only meaningful for geocoding U.S. addresses 

due to the dependency on U.S. Census Bureau data; however, PostGIS is fully capable of 

loading geospatial data from any source [12], [21].

OpenStreetMap’s Nominatim is a web-application that supports geocoding via locally-

hosted web-services; these services offer an API for geocoding and reverse geocoding [13]. 

Nominatim also uses PostGIS but with OpenStreetMap data loaded through the osm2pgsql 

tool; support for TIGER data is also available [13]. The geographic coverage is customized 

at load time; we chose data from the U.S. region, though international data is also available. 

Batch processing with Nominatim must use a programming language capable of making 

API calls. In the next section, we describe our bench4gis software and how it relates to these 

two types of geocoders.

B. bench4gis

Our software framework for benchmarking geocoding solutions using big open data, 

bench4gis, is available as open-source software [22]. As illustrated in Figure 1, two different 

workflows are supported: one for database-driven geocoding and one for web-services-

driven geocoding. Both workflows start at the same point: downloading OpenAddresses data 

as a reference data set; a region is specified and any filtering of sub-regions occurs. The 

source files from OpenAddresses that did not get filtered out are then merged into a comma-

separated values (CSV) file which can be input into either of the two supported workflows.

Database-driven geocoders leverage a database to store geospatial reference data and 

analytical functions, such as PostgreSQL [20] with the PostGIS extension [12]. With 

bench4gis, we packaged example data definition language (DDL) statements as a precursor 

to our code for loading the OpenAddresses data and managing batch geocoding. The loading 

code is optional if the user would prefer to load the OpenAddresses data using whatever 

techniques or tools they would prefer to use. Once the data is loaded, we provide code for 

generating a random table sample using PostgreSQL’s Bernoulli table sampling method 

[20]; alternatively, the entire table of source addresses may be used for processing. After a 

sample is selected, we provide code for batch geocoding; we found that geocoding in 

batches of 1000 addresses performed reasonably well for our hardware configuration.

Web-services-driven geocoders depend on hosting a web-server, such as Apache’s HTTP 

server, and a web-application, such as OpenStreetMap’s Nominatim. Access is obtained 

through either a web-browser for individual requests or through API programming for batch 

processing. GeoPy is a geocoding library for Python that offers the ability to query a 

Nominatim instance by specifying the domain of the geocoding server; batch processing is 

supported by writing Python code to cycle through a data set and submit geocoding requests 

for each address [23]. bench4gis reads directly from the CSV source file aggregated from the 

included setup scripts and provides code for initializing a geocode worker process for a 

given address; Python’s multiprocessing library then manages N – 1 worker processes where 

N is the number of CPUs. As addresses finish geocoding, additional geocode workers are 

triggered until there are none left unprocessed.
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Once OpenAddresses addresses are geocoded using the “in-house” implementation, 

bench4gis also includes code for geospatial comparison of source data to computed data. 

Currently, point-to-point distance from source coordinates to computed coordinates is used 

to calculate accuracy; a query that generates general descriptive statistics is included.

C. Benchmarking and Discussion

We implemented the PostGIS TIGER geocoder and OpenStreetMap’s Nominatim to process 

a data set with protected health information. Our sensitive data set covers healthcare data for 

our state-wide hospital system and is geographically located in the southern region of the 

US; as seen in Table I, OpenAddresses contains 92.9 million addresses for the southern 

region. We chose the most geographically-relevant subset from OpenAddresses to process 

and test our “in-house” geocoding abilities. From the southern U.S. subset of 

OpenAddresses we used bench4gis to randomly choose and geocode a test set of one million 

addresses. We then compared the computed coordinates from both geocoders to the given 

coordinates in OpenAddresses by calculating point-to-point distance; the results are 

summarized in Table II. Geocoding is not guaranteed to return an address [9]; the hit rates in 

Table II indicate that the majority of the addresses were able to be geocoded. For 

successfully geocoded addresses, we report general summary statistics; extreme outliers are 

evident from the discrepancies between the minimum, median, average, and maximum 

distance from the reference coordinates; the majority of the addresses were computed within 

a mile (1609m) of the reference data for either geocoder. Although Nominatim had near 

exact matches, the TIGER geocoder performed better for addresses in our region; other 

regions may experience different results. The acceptable difference between source location 

and computed location varies by application: an analysis involving rural distances is less 

sensitive to error when compared to analysis involving smaller city block distances. For 

many healthcare applications, 70–80% geocoding accuracy to the street level is considered 

acceptable [24].

Because outliers challenge the usefulness of summary statistics, we also provide a box plot 

in Figure 2 where the whiskers extend to 1.5 times the interquartile range; extreme outliers 

are cropped from view for readability. This shows that the TIGER geocoder produced 

coordinates within a smaller range for point-to-point differences with the reference data.

There are limitations to using big open data as a reference. We use OpenAddresses data as a 

surrogate data set to test the accuracy of “in-house” geocoding solutions, but since 

OpenAddresses data is large, it potentially contains mistakes such as missing or erroneous 

fields. These mistakes impact the ability to successfully geocode OpenAddresses data but 

they also represent real world issues. Common mistakes we observed: invalid zip codes and 

street numbers, such as 0; typos in street names, such as Crossgates instead of Crossgate; 

confusion between city name and census place name.

IV. Conclusion and Future Work

We presented bench4gis, our software framework for using big open data to test and evaluate 

“in-house” geocoding solutions. When geocoding protected, private data, external validation 

of computed locations is typically not permitted; we have demonstrated that using big open 
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data as a surrogate data set can inform how well an implementation is performing with 

respect to a specific geographic region. As future work, we wish to explore how large 

identified differences from benchmarking with big open data might inform or identify 

potential mistakes in processing private, sensitive data. We wish to explore the timeliness of 

records in OpenAddresses and the impact of new roads. We also wish to define a workflow 

to support institutional research for geospatial analysis.
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Fig. 1. 
bench4gis workflows for OpenAddresses (OA) data
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Fig. 2. 
Box-plot of point-to-point distances between computed location and reference location.
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TABLE I

Addresses per U.S. Region

U.S. Region Addresses Available

Northeast 23,392,560

Midwest 36,804,438

South 92,918,156

West 43,722,713

Proc IEEE Int Conf Big Data. Author manuscript; available in PMC 2020 March 17.



A
uthor M

anuscript
A

uthor M
anuscript

A
uthor M

anuscript
A

uthor M
anuscript

Harris and Delcher Page 11

TA
B

L
E

 II

Su
m

m
ar

y 
of

 G
eo

co
di

ng
 R

es
ul

ts

D
is

ta
nc

e 
fr

om
 R

ef
er

en
ce

 (
m

et
er

s)
P

ro
po

rt
io

n 
of

 D
is

ta
nc

es
 U

nd
er

 T
hr

es
ho

ld

G
eo

co
de

r
H

it
 R

at
e

M
in

.
M

ed
ia

n
M

ax
A

vg
.

St
d.

 D
ev

.
≤ 

50
m

≤ 
10

0m
≤ 

30
0m

≤ 
60

0m
≤ 

16
09

m

Po
st

G
IS

 T
IG

E
R

.9
9

.1
7

65
3,

59
5,

80
8.

29
11

,0
50

.0
4

64
,5

26
.4

9
.4

0
.6

5
.8

3
.8

7
.9

0

N
om

in
at

im
.9

0
0

70
6,

24
4,

99
5.

99
34

,9
31

.3
0

14
8,

94
5.

29
.3

6
.5

4
.7

1
.7

5
.7

7

Proc IEEE Int Conf Big Data. Author manuscript; available in PMC 2020 March 17.


	Abstract
	Introduction
	Open Big Data for Addresses
	Geocoding
	Open-source Geocoders
	bench4gis
	Benchmarking and Discussion

	Conclusion and Future Work
	References
	Fig. 1.
	Fig. 2.
	TABLE I
	TABLE II

